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1. INTRODUCTION

Radio frequency (RF) energy transfer and harvesting has recently emerged as a promising way to
extend the lifetime of energy-constrained wireless networks, especially when conventional energy harvesting
techniques from renewable energy sources are not applicable. This technique enables wireless terminals to
scavenge energy from RF signals broadcast by ambient/dedicated wireless transmitters to support their
operation and information transmission. This new communication format has been termed wireless-powered
communication (WPC) in the literature, which advocates the dual function of RF signals for both information
delivery and energy transfer. In WPC, wireless terminals can avoid being interrupted by their batteries’
depletion, which can thus be deployed more flexibly and maintained at a lower cost. In this sense, WPC has
greater potential to sustain the network operation than its conventional battery-powered counterpart in the
long run. Thanks to these inherent merits, WPC has been regarded as an indispensable and irreplaceable
building block in a wide range of applications, e.g., RFID, wireless sensor networks, machine-to-machine
communications, low-power wide-area networks, and the Internet of Things, and so on [1-5]. There are so
many papers focus on the WPC direction. Such as some papers presented the process energy harvesting
through the RF signals in cooperative wireless networks by a MIMO relay system the difference between the
energy transfer and the information rates to provide the optimal source and relay precoding [6-8]. In the
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literature of the others, the authors investigated multi-user and multi-hop systems for simultaneous
information and power transfer with a dual-hop channel with an energy harvesting relay; the transmission
strategy depends on the quality of the second link [9-12]. Physical layer security has recently attracted a lot
of attention to wireless communication community, especially when the traditional cryptography methods
seems to be vulnerable to advanced attacks. Wyner introduced the idea of physical layer security in 1975
[13], but this topic has only been reconsidered recently [14, 15]. The authors in [14] proposed an algorithm to
maximize the secrecy sum rate of a two-way relay system by optimizing the relay beamforming vector and
the transceivers powers under total power constraint. A physical layer-security scheme for an underlay relay-
based cognitive radio network (CRN) that use s orthogonal frequency-division multiplexing (OFDM) as the
medium access technique is proposed in [15], in which the secrecy rate is maximized subject to the
constraints on transmission power and interference level at the primary users.

In this paper, we investigate the system performance (in term of outage probability (OP) and
intercept probability (IP)) user selection protocols in full-duplex (FD) power splitting protocol (PSP) energy
harvesting (EH) cooperative network over the Rayleigh fading channel. In this network, security and privacy
issues are significant due to the possible eavesdropping by surrounding users. In this case, the security
performance and reliable performance are represented by outage probability (OP) and intercept probability
(IP), respectively. The power-splitting energy harvesting protocol is applied in our analysis. We rigorously
derive the closed-form expressions of both OP and IP of the system and study the effect of various
parameters. Finally, Monte Carlo simulation results are also performed to confirm the correctness of all
theoretical analysis derived. The main contributions of the paper are summarized as follows:

1) The user selection protocols in full-duplex (FD) power splitting protocol (PSP) energy harvesting
(EH) cooperative network over Rayleigh fading channel is proposed and investigated.

2) The closed-form expressions of OP and IP are derived. Furthermore, the influence of the main
parameters on the system performance is demonstrated entirely by the Monte Carlo simulation.

The structure of this paper is proposed as follows. Sections II presents the system model of the
relaying network. Sections III derives the system performance of the model system. Section IV provides
numerical results and some discussions. Finally, Section V concludes the paper.

2. SYSTEM MODEL

In this paper, the system model is the full-duplex (FD) power splitting protocol (PSP) energy
harvesting (EH) cooperative network over Rayleigh fading channel (Figure 1). In this model, the information
is transferred from the source (S) to the multi-destination (D;), through energy constrained intermediate relay
(R). In this network, there is an eavesdropper (E) who tries to listen illegally to the source data. We also
assume that all of the nodes are equipped with a single antenna, and the data relaying is performed via two
orthogonal time slots. The energy harvesting and information processing of the system model with FD PSP
are proposed in Figure 2. In this scheme, T is the block time in which the source fully transmits the
information data to the multi-destination. In this interval time, R harvests pPs energy from the source and use
(1-p) P, energy to transfer information from S to the multi-destination nodes, which p is the power splitting
factor p € (0, 1). All the fading channels from S to R and R to D are proposed as the Rayleigh fading
channels.
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Figure 1. System model Figure 2. The power splitting protocol
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3. THE SYSTEM PERFORMANCE
During the first transmission phase, the received signal at the relay can be given by:

v, == p)h,x, +h,x, +n, (0

where Ay, is the source to relay channel gain,
h, is the loopback interference channel,
x, is the transmitted signal at the source,
n, is the additive white Gaussian noise (AWGN) with variance No,
0< p <1 is PS ratio at the relay,

x, is the transmitted signal at the relay,

£l |2 o]

Py is average transmit power at the source,
P; is average transmit power at the relay.
The harvested power at the relay can be obtained as

X, 2} =P, E{O} : expectation operator,

E, npF, h ’r

sr

P =

= =P, [ )

where 0 <7 <1is energy conversion efficiency.
The received signal at the n™ destination can be expressed as the following

Vi =hyx, +n, 3)

where, /.4 is the relay to the i destination channel gain, ng is the additive white Gaussian noise (AWGN)
with variance No.

In this model, we consider the decode-and-forward protocol. From (1), the signal to noise ratio
(SNR) at the relay can be given by

(-ph[ P
il O
hrr 1)r + N 0
Substituting (2) into (4) and using the fact that N, << P, , in (4) can be rewritten as
1—
nx—2=5 5)
np|h,
From (2), the SNR at the destination can be calculated as
2ln,[ nor [ ||
r | rd; _ s |"Csr rd; _ 2 2
R A LA 1 (©)
where we denote y, = ——.
0
The final DF SNR can be given as
7DF:min(7la72) 7

3.1. User selection method.
We propose the optimal user selection protocol in which the best selection user is selected as
follows
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Then, the corresponding probability density function (PDF) can be obtained by
_ 1 & Cp K —(p+D)yl iy 10
o =7, 1) Ghokixe (10

3.2. Outage probability (OP).

_—pz’npyo 7

rr

OP =Pr(y,, <z)=Pr[min(y,y,)<z]= P{min[ 1

» 2]<21 (11)

2
= vfr]nzaxk(|hrd, | ) = @, . In (10) can be rewritten as

2
:a)Z’

By denoted as h

rd

1

OP=Pr min[l_p,npyoa)za)3j<z (12)
npo

where z =2** —1is threshold and R: the source rate. In (12) can be rewritten as

1—
OP:I—P{ P Zz}Pr[np;/Oa)za)3 Zz] (13)
npo
we denote
1_ ~ __npz
P :P{ P ZZ}P{@ <P }:1—e 7 =) (14)
npa, I-p

where A, is the mean of RV |h,_,_|2 and

P = Pr[np70w2w3 > z] = l—Pr[iy,o;/oa)za)3 < z] = I—P{w2 < }
TPy @5
. . (15)
=1- jw( a)jf (@)do, =1~ | 1- ¢ o fon(@)da,
0 1Py, @s 0
Substituting (9) into (15), we have
[ 1 & P Doy /4
P = J'e A 1Yo ;t_ (_1) C,’(llKXef(“ Vs A do,
0 rd p=0
(16)
- 1Y c? K|e »Pnes o-pheslia g
ﬂ’rd P:O( ) o I|). ’

Using Table of Integral Eq [3.324,1] in [17], the (16) can reformulate as
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K-1
P, =2 (_1)1’ Cr K ;XKI 2 M (17)
P A a 1PV (P +1) APV
Substituting (14), (17) into (13), we have
__npz K-1
OP=1-2|1-¢ »"7 |3 (1) €I K, |——————xK,| 2 _2prh) (18)
pei A 2g 1PV (P +1) A d 1PV

where K (o) is the modified Bessel function of the second kind and v order.

3.2. Intercept probability (IP).

The nodes S and R can randomly generate codebooks to confuse E from combining the received
data with MRC (see randomize-and-forward (RF) method [18,19]). Therefore, the SNR obtained at E for
decoding the source data can be formulated by

VE :maX(VSEa7RE) (19)
where _M_ 2 _P’_fez_ nplh I’k |°
7 SE NO 7 0 |"%se e RE NO 7 0 s re

From (19), IP can be calculated precisely as (see [20])

IP=Pr(y, 2z)= l—Pr[max(;/0 h, ? 7Pk, ? h, 2) < z}
(20)
= 1—Pr(7o h[ < Z)Pr(mp hy[ | [ < Z)
P :Pr(}/o hwz<z)=1—e7m @1)
where A, is the mean of RV |/, * Then we have
P = Pr(}/or]p h | f < z) = Pr(ynpX <z)= Pr[X <= j: F, [ z j 22)
Yollp Yollp
where we denote X =|A,, ? h, ?
Utilizing the result in [21], the CDF of X can be shown as the below equation:
x x
F.(x)=1-2 K |2 23
X( ) \/ﬂ'srﬂ’re 1 ( \/ﬂ’xrﬂ're ] ( )
where K, (o) is the modified Bessel function of the second kind and v*" order.
From (23) and (22) can be computed as
P4:1—2\/ K 2\/ z (24)
Ay Vo110 Ay Vol1P

where A :

oA, 1s the mean of RV |A_|", |4, ? | respectively.

Substituting (21), (24) into (20), the IP can be reformulated as

P=1—|1—¢ " 1—2\/ Z_ K 2\/ z (25)
Ay A ¥o1P Ay A YolIP
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4. NUMERICAL RESULTS AND DISCUSSION

In this section, the Monte Carlo simulation is used for validating the analytical expression in the
above section. We consider a network with one source, one relay, and multi-destination, where source-relay
and relay-destination distances are both normalized to unit value [22-25]. In Figure 3 and 4, OP and IP versus
power splitting factor p of the considered protocols is presented. Here, we set the main parameters as R=0.5
bps, P/No = 10 dB, K=1,2,4. We also see from Figure 3 that the OP of the proposed system has a huge
decrease in the interval of p from 0 to 0.5 and has a massive increase while p varies from 0.5 to 1. The
minimum value of the OP can be found at p=0.5. On another way, IP has a slight increase when p increases
from 0 to 1. In the results, the simulation and theoretical results are in good agreement.

OP versus p with rate at 0.5 bps and PSINB=1 0dB IP versus p with rate at 0.5 bps and 7=0.8
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Figure 3. OP versus p. Figure 4. IP versus p.

Figure 5 and Figure 6 shows the outage probability and intercept probability of the proposed system
versus the ratio P¢/Ny. The data rate is set to R = 0.5 bps, K=2, p=0.2, 0.5, 0.85 for the OP case and R = 0.5
bps, p=0.51=0.3, 0.6, 0.85, respectively. It can be observed that the simulation curve and the analytical curve
for each case overlap together. That confirms the correctness of our analysis. It’s also easily seen that when
the ratio Ps/No increases, the outage probability decreases but the intercept probability increases. Moreover,
the impact of K on the outage probability and n on intercept probability is shown in Figure 7 and Figure 8.
Here, the ratio Ps/No is set to 10 dB. Again, the analytical solutions are in exact agreement with the

simulation results. The outage probability tens to decrease as K increase. In contrast, the intercept probability
increases with 1 increases.

OP versus P_,’INn with rate at 0.5 bps and K=2 IP versus Ps,'N|J with rate at 0.5 bps and p=0.5
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Figure 5. OP versus Py/Np. Figure 6. IP versus Py/Nj.
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OP versus K with rate at 0.5 bps and PslN0=10 dB IP versus n with rate at 0.5 bps and PsINﬂ =10dB
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5. CONCLUSION

In this paper, we investigate the system performance (in term of outage probability (OP) and

intercept probability (IP)) user selection protocols in full-duplex (FD) power splitting protocol (PSP) energy
harvesting (EH) cooperative network over Rayleigh fading channel. In this network, the security performance
and reliable performance are represented by outage probability (OP) and intercept probability (IP),
respectively. We rigorously derive the closed-form expressions of both OP and IP of the system and study the
effect of various parameters. Finally, Monte Carlo simulation results are also performed to confirm the
correctness of all theoretical analysis derived.
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