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 The home security system has become vital for every house. Previously, 
most doors can be open by using traditional ways, such as keys, security 
cards, password or pattern. However, incidents such as a key loss has led to 
much worrying cases such as robbery and identity fraud. This has become a 
significant issue. To overcome this problem, face recognition using deep 
learning technique was introduced and Internet of Thing (IoT) also been used 
to perform efficient door access control system. Raspberry Pi is a 
programmable small computer board and used as the main controller for face 
recognition, youth system and locking system. The camera is used to capture 
images of the person in front of the door. IoT system enables the user to 
control the door access. 
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1. INTRODUCTION 

Nowadays, home security system is a crucial issue. Indeed, this system is to ensure properties and 
loves ones is always safe and protected. For the past few years, it is important to have a solid security system 
for home, which can secure in the most ideal and safe way [1]. Many countries are step by step deployed 
home security system [2]. The important part of any home security system is the person identification to enter 
and exit the house. Previously, people use the traditional method for their home security system.  
The traditional security system relies on the use of external things such as key, password and ID card to gain 
access [3]. However, due to some limitation, biometric takes place to deliver such a promising security 
system. The biometric is a unique and quantifiable parameter for individual recognition [4]. Biometric system 
required the used of specialized hardware such as fingerprint scanner, palm print scanner, DNA analyzer and 
etc. Furthermore, this specific machine required the target to touch the hardware to acquire data of human 
unique features. Biometric technology is viewed as a standout among the most secure verification system 
accessible, by giving a more elevated amount of security than conventional method [1]. Face recognition  
is the most famous method in biometric technology besides fingerprint characteristics [2]. This is due to more 
stability as face contains more features [3]. Besides, it is considered highly secure as face cannot be stolen, 
borrowed or forge in order to enter the house. Face recognition is likely the most natural approach to perform 
biometric verification between individuals [2]. Face detection is the first step of the face recognition system. 
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Face pictures can be caught at a distance with the use of a web camera. The individual can be recognized 
without physical contact on any special hardware to perceive the person's identity.  

Face recognition using deep learning technique is used. Deep learning is a piece of the more 
extensive group of machine learning methods based on learning data representations, as opposed to task-
specific algorithms. Learning can be managed, semi-directed or unsupervised. With the deep learning,  
the system is improved from time to time. Some images of authorizing user are used as the database  
of system and the system will train the face recognition automatically. Thus, the accuracy is increased. Home 
security is an example of an Internet of Things (IoT) applications. IoT refers to the network of associated 
physical objects that can interact and trade information among themselves without the need of any human 
intervening [5]. IoT is a futuristic technology where devices and internet is interconnected. It is different 
from the internet due to internet exceed connectivity by allowing any embedded circuit to communicate  
with each other using the current internet infrastructure. No doubt IoT helps users to control one or more 
devices and capabilities to automate with many daily chores. By using IoT, it can help in controlling the door 
access and also sent notification throughout the internet. In this system, Blynk apps are used. Blynk apps  
is an app that enables us to control the door access by designing the graphical interface in the apps according 
to the specific function to perform. It also able to send notification to computer, smartphone and other  
smart devices.  

 
 

2. LITERATURE REVIEW 
2.1.  Face recognition technology 

Currently, the number of thefts and identity fraud have frequently been reported and has become 
significant issues. Traditional ways for personal identification requires external element, such as key, security 
password, RFID card, and ID card to have access into a private asset or entering public space [1]. Many 
processes such as drawing out money from banks requires password. Other such parking in private space 
would also need parking ticket. For some houses, the house key is very important. However, all this method 
also has several disadvantages such as losing key and forgetting password [3]. When this happens, it can be 
hassle to recover back. This method is slowly taken over by biometric methods as it is the possible way to 
solve those problems. This technique required to use the special hardware such as fingerprint scanner, palm 
print scanner, DNA analyzer to gather information for the vast majority of the biometric applications and the 
target objects have to touch with the hardware to acquire information [6]. As biometric is a technique that 
distinguishing physical highlights of people accordingly it has an extensive variety of utilization in security 
frameworks and it is viewed as one of the most secure methods [1]. Basically, biometrics can be classified in 
two categories which are physical and behavioral. Recently, the face recognition technology has engaged an 
overwhelming number of researchers and it is gradually supplanting other biometric security frameworks [7]. 
Face recognition is also known as image matching. It is a rapidly growing field where it is heading in a 
direction such that it will replace the traditional method. Face recognition is more stable among others 
biometric identification method as it is using the human face that results in high accuracy, lowest false 
recognition rate and it does not change in people’s life [3]. Thus, this method is much practical for a lot of 
usage, including face recognition for the unlocking house door. 

 
2.2.  Method used for face recognition 

In this new era, face recognition plays an important role in security and observation. Consequently, 
there is a requirement for a proficient and cost-effective system. Face recognition is a technique that is able to 
identify and verify peoples [8]. According to [9], face recognition, define as steps to identify, distinguish and 
processed face is compared with the images that stored in the database to verify who the person is. This face 
recognition has become a significant technique for user identification [10]. There are many techniques that 
can be used for face recognition but the Principle Component Analysis (PCA) is one of the most popular 
techniques used for face recognition. This method involves a mathematical procedure to transform a number 
of possibly correlated variables into a number of uncorrelated variables known as principle component [10]. 
Generally, the PCA technique for face recognition will utilize the use of Eigenfaces [6]. It is the effective and 
efficient ways to represent pictures into Eigenfaces component as it can reduce the size of the database of the 
test image. Numerous method is developed and deployed in order to improve the performance of face 
recognition technology.  

 
2.3.  Deep learning 

Deep learning has benefited the human kind for years now. In the modern society, a deep learning 
technique, especially convolutional neural network used in many applications such as license plate 
recognition , finger-vein identification [6-11], gender recognition [6], face recognition [8-12] , emotion 
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recognition [13] , and other applications. Based on [9], deep learning technique is highly used for computer 
vision application. By using Convolutional Neural Network (CNN), it results in better performance for face 
detection and face recognition [11]. There are many advantages by using CNN as it can perceive patterns 
with high variability and robustness to distortions and simple geometric transformations like translation, 
scaling, rotation, squeezing, stroke width and a noise [12]. Besides, Oriented FAST and Rotated BRIEF 
(ORB) also as one of the techniques used for face recognition. It is used for feature extraction, which utilizes 
a fast binary descriptor dependent on BRIEF and is rotationally invariant. Typically, Deep Learning is based 
on supervised learning. The aim of Deep Learning is to make a machine capable to correctly classify images. 
Thus, during the supervised learning Raspberry pi are shown an image to produce an output in the form of 
vectors scores, with each category one. 

 
2.3.  Face recognition in raspberry pi 

The first research on face recognition goes way back in 1950 in the field of psychology. The actual 
work of automatic machine recognition of faces really started in 1970 [14]. From all the research done, there 
two types of face recognition method which are the image-based face recognition and video-based 
recognition. Video-based face recognition is the process of finding 3D images from its 2D while the image-
based recognition method, is the process by which human train the machine using a camera by showing the 
camera sets of still images. A Face Recognition System is a framework which consequently recognizes and 
additionally checks the identity of a person from digital images or a video outline from a video source [15].  

Many researchers choose to use embedded device called as Raspberry Pi for training and 
identification purpose. The fundamental reasons why they have picked this particular component because it 
has high handling limit, low cost, and its capacity adjusts in various programming modes [1]. By using 
Raspberry Pi, it helps to resolve the limitation of PC such as its weight, size and high power consumption [3]. 
Raspberry Pi is a device that can divide the software part into three parts which are recording images, 
training and face recognition [1]. According to [1] and [3] as they deployed the used of Raspberry Pi for 
image capturing system, the system becomes littler, lighter and has lower power utilization. So it is more 
convenient compared to PC-based face recognition system.  

 
2.3.  IoT in face recognition 

IoT has been applied in face recognition in many applications such as unmanned arial vehicle [16], 
smart classroom [17], home security system [2, 18], smart house [19], smart surveillance and many more 
applications. The previous implementation of IoT in face recognition are using conventional method such 
local binary pattern [20], neural network [21, 22], support vector machine [23], and k nearest neighbor [24]. 
However, in this research deep learning was being used.  
 
 
3. METHODOLOGY 
3.1.  Overview 

This project will design face recognition for real-time use. It is integrated with IoT to perform smart 
home security system. A deep learning technique is used in this project. In order to ensure the expected result 
are obtained, several major steps need to be conducted such as data collections, implementing, testing, and 
troubleshooting. These steps are used to analyze the data and output. With these steps, this project are able to 
be evaluated. 

 
3.2.  Face recognition 

The prototype is built by combining the part of face recognition and IoT together. Face recognition 
is operated at first place. There are five steps in face recognition, which are collecting images, creating 
database, pre-processing images, training images and testing images.  

Firstly, images are collected. These images are obtained by capturing using camera and used the 
existing images. This image is used for training purpose for the system to be more accurate when dealing 
with new images. A total of five persons, each with five pictures is taken from different positions. Each 
picture is approximately 268 x 350 pixels of height and width. Images that are collected are stored in the 
database as shown in Figure 1. 
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Figure 1. Numbered and labeled images 
 
 

Since face recognition framework a need large number of images, existing images have been 
augmented. This is done by using an algorithm. Each picture per person will augment into 100 pictures, 
resulting 2500 images stored in database. The images vary in brightness, colour, intensity, and angle. This is 
to ensure that face recognition system can detect even in different conditions. Figure 2 (a) shows the 
transformation from the original image in the database into the processed photo. The result of each person 
categorized into each folder. Next, the cropping process takes place. This process will crop the exact face 
from the images. This process is carried out by using an algorithm. The pixel of each picture is reduced to 48 
x 48 pixels of height and width. Figure 2(b) shows extract features by separating the face from the 
background.  

 
 

   
(a)  (b) 

 
Figure 2. (a) Data augmentation of Images (b) Exact Face Obtained 

 
 

3.3.  Deep learning 
Existing architecture was used in the training process. Images were train using deep learning method 

using Convolutional Neural Network (CNN) technique. The current architecture used is AlexNet which 
consist of eight layers. This architecture builds with several layer and activation function such as 
Convolution, Maxpooling, Flatten, Dense, Activation and Dropout. The entire neural network approach was 
implemented in Python language and Keras library [25]. The training involves 100 epochs at first and 
repeated with 20 epochs after the testing phase. Figure 3 will illustrate the training process of the dataset. 
After training process was done image testing is required to determine the accuracy achieved by the system. 
In this stage, image that are not in the database are used as test images. There are ten images tested for each 
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labeled which are recognized and unrecognized person. Each image tested will labeled the image with name 
or as an unknown. 

 
 

 
 

Figure 3. Training the dataset 
3.4.  Internet of things (IoT) 

Blynk is a famous apps since it has been downloaded more than 100 thousand users. Blynk is a 
platform for iOS and Android apps that managed to control Raspberry pi and many other microcontrollers. It 
is a digital dashboard that designed for the user to create their own graphic interface for the project. It is easy 
and simple to use as the user can simply drag and drop the widgets that they need according to their project 
type. This app is used in IoT part. Blynk start online as the Raspberry Pi connected to the internet over Wi-Fi. 
Besides, it is also will get online by link to the internet through the Ethernet or the new ESP8266 chip. For 
condition where face cannot be recognized, that person can press the doorbell and notification are sent to 
smartphone of house owner. Hence, live streaming video will appear to identify the person trying to unlock 
the door. 

 
 

4. RESULT AND ANALYSIS 
Face recognition is tested on two types which are by testing image and real-time to determine the 

system accuracy. For testing image, there are ten images that are not in the database are tested for each label 
which are authorized and unknown person. The tested image will have labeled the image with names for 
authorized person while unknown for unauthorized person. Figure 4 (a), (b), (c) and (d) shows the tested 
image with positive and negative results for authorized and unknown. Real-time face recognition is 
performed using web camera. An authorized person can be recognized through the system and vice versa. 
The name of the user will be shown below their face as shown in Figure 5 (a) while unauthorized person is 
shown in Figure 5 (b). 

 
 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

 
Figure 4. (a) Positive result for authorized (b) Positive result for unknown  

(c) Negative result for authorized (d) Negative result for unknown 
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(a)    (b) 

 
Figure 5. (a) Authorized person labeled with name (b) unauthorized person labeled with the unknown 

 
 

  
(a)    (b) 

 
Figure 6. (a) Notification send through Blynk (b) Video streaming in Blynk 

 
 

Face recognition and IoT are integrate and build in prototype. When person face can be recognized 
by the system, the door will open automatically as shown in Figure 4.9. If face cannot recognize by the 
system, door will remain closed as illustrated in Figure 7 (a) and (b). Door access can also be controlled 
through IoT using Blynk app.  

 
 

  
(a)      (b) 

 
Figure 7.(a) Door is unlocking (b) Door is locked 

 
 

5. CONCLUSION  
As a conclusion, security system by using face recognition combined with IoT is successfully done. 

The face recognition is able to recognize the face and able to send notification to a user when an unknown 
being has been detected through IoT. On the other hand, this project is this project still has a big room of 
improvement to be done, especially in the efficiency of the image processing part. Due to the module used 
which is Raspberry Pi 3, the processing time of the coding took a long time so process the image taken and 
take action. By using another better module, this project can be improved greatly.  
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